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An Introduction - Future Disruption

The Covid Pandemic has upended many technology, business, and leader-
ship trends while accelerating and adding new urgency to others. The inter-
play of this disruption and acceleration is highly evident in the 2021 Horizon
Report. To capture and represent this dynamic environment, this year’s re-
port takes both a wide-angle and telescopic approach to identifying the ma-
jor trends in technology, business practices, and leadership practices that will
drive and reshape organizations over the coming decade. Through detailed
surveys, interviews, and supporting research the Center for Information and
Communication Sciences research team looked at current significant trends
across all sectors, zooming in to look at current states, zooming out to look
at developments anticipated to emerge further out on the time horizon, and
widening the long-term lens to identify and describe the synergistic effect
the individual trends will have in varied combination. What we discovered

is an unprecedentedly rich period of innovation across all sectors and cate-
gories. While it is difficult to anticipate clearly the ultimate outcomes of the
trends identified here, we hope the trends and direction arrows identified
below will help organizational leaders at all levels to better anticipate, plan,
build and innovate.

Methodology

To identify the key trends identified in the Horizon Report, the research
team relied upon expert surveys with more than 100 thought-leaders and
top executives across diverse corporate, government, and non-profit sectors.
Over 50 thought leaders participated in detailed interviews and follow-up
conversations to add breadth, depth, and nuance to the analysis. These ex-
pert forecasts were supplemented with research across current literature and
findings from related studies. The results represented here are based on this
combined research and reflect the input of the many experts who contrib-
uted to the analysis. We are grateful to each of them for sharing their time,
experience, and expertise.
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ﬁ}% Al & Machine Learning

] What s it?

Artificial Intelligence (AI) is the technological effort
to simulate human intelligence in machines, partic-
ularly in learning and problem-solving. Al is often
used as an umbrella term that includes a variety of
technologies across many different functions. It is
important to note that the term “AI” covers a wide
field of technology revolving around intelligent
machines and code developed for problem-solv-
ing. Machine learning is frequently described as a
subfield of Al that involves self-learning algorithms
for such tasks as pattern recognition and predictive
analytics, rather than generalized human-like intelli-
gence. ML is often used by those who want to focus
on learning algorithms focused on specific tasks. It
is important to understand the distinction between
these two concepts because they are frequently used
interchangeably.

The types of Al that the average person is generally
exposed to at present can be described as Artificial
Narrow Intelligence (ANI). ANI applications are
designed to solve one problem at a time. Devices
like Alexa and Siri do this by playing the music upon
request or adding groceries to your shopping list.
ANI only operates with a limited focus and simulates
human intelligence by connecting to the internet
and quickly processing commands. Al is also in-
volved in more mundane tasks such as email filter-
ing, suggestive predictions on Netflix and YouTube,
and speech detection. These are the most common
consumer-facing applications with which many
people are familiar. Alternatively, Artificial General
Intelligence (AGI) is a system that operates with hu-
man-level cognition. This type of Al does not exist
yet, and there is disagreement over when or if this
level of AI will be reached. It is relatively unlikely to
be achieved and in wide adoption within the coming
decade, although the infrastructure is being built to
make this possible and it may be achieved within the
coming decade. Machine learning and narrow Al
will have the greatest impact in the short and mid-
term.

2 How does it work?

Artificial intelligence is a household name that has
dominated headlines over the past few years, al-
though it is often misused. Al is a field of rapidly
expanding technology that was jump-started by
creating the Internet and advances in computation
power and storage capacity. Al refers to no sin-

gle technology, but rather a combination of highly
complex devices all communicating with each other
to process data and react at incredible speeds. The
following subsets of Al can be applied in various
capacities but should be noted individually. Each of
the following definitions has been simplified for ease
of explanation and use:

o Machine Learning: Automates analytical model
building, uses self-learning algorithms

o Deep Learning: used to learn complex patterns in
large amounts of data

o Neural Networks: interconnected units (like
neurons) that process information by responding
to external inputs

« Natural Language Processing: to analyze, un-
derstand & generate human language, including
speech

« Computer Vision: relies on pattern recognition &
deep learning to recognize what’s in a picture or
video

« Cognitive Computing: for natural, human-like
interactions with machines

Each of these different subsets of AI can be used to
facilitate a variety of functions, from smartphones
identifying the temperature outside to Alexa and Siri
playing music. More removed from the front-end

is data processing, a critical approach to using Al

& machine learning that is far from the consumer’s
view.

AT & machine learning are actively being used to
analyze the plethora of data that is accumulated from
humans.



Data that would traditionally take months to orga-
nize, trace and understand can be fully optimized
and evaluated in minutes or even seconds. Business-
es can use this data to make better decisions in every
marketplace.

3 Who's doing it?

Many large companies have been investing signifi-
cant amounts of capital into furthering their capac-
ity, application, and profitability utilizing Al and
machine learning in their organizations. Amazon,
Google, and Apple have made some of the most pub-
lic steps toward the development of consumer-fac-
ing AI with their Internet of Things (IoT) products,
such as Alexa, Siri, Google Home, and an array of
other smart devices. Internally, these organizations
are utilizing AI and machine learning to make their
processes more efficient and cost-effective. Google,
Facebook, Twitter, and other social media-driven
companies utilize AI and Machine learning in ways
that allow them to better target consumers with con-
tent. From Google’s search engine and targeted ads
to Facebook’s adaptive content, predictive Al algo-
rithms are. Following the election of Donald Trump
in 2016, Facebook’s role in content targeting became
a worldwide topic. Situations like these showed the
reality of data collection and the machine learning
capabilities of massive companies. Using these tech-
nologies, businesses can better understand what type
of content consumers want to see, what content will
elicit positive or negative reactions, and what content
will drive the highest engagement.

Taking a step back from the largest users of Al and
machine learning, these technologies can also be
incredibly useful for small businesses, digital start-
ups, and even colleges and universities. Advertis-
ing companies use machine learning algorithms to
target their customers more efficiently. E-commerce
has exploded due to the predictability and learning
mechanisms of online platforms and their associated
technologies. Small businesses are taking advantage
of time-saving Al functions that reduce risk, lower
costs, and improve flexibility and results.

Businesses that use customer relationship manage-
ment (CRM) software have benefited substantially
from the implementation of stronger Al and ma-
chine learning systems. Salesforce, a CRM software
leader, helps small businesses analyze and track

customer satisfaction and feedback while automati-
cally making adjustments to lead acquisition strate-
gies.

Chatbots and automated help systems are common-
place on almost every website. These are partially
operated by fully autonomous systems that rely on
AT and machine learning technologies to learn and
provide a better customer experience. Additionally,
when hiring, AI can become incredibly useful by op-
timizing human resource tasks like resume reviews
and confirming qualifications. Although big players
dominate the headlines as they use these systems, the
opportunity for small businesses and organizations
to take advantage of these technologies is increasing.

4 Why is it significant?

The incredible advances taking place will have lasting
impacts that ripple through every aspect of society.
The amount of data that is consistently generated by
the human race far outpaces our ability to organize,
analyze, and interpret that data into meaningful in-
sights. Computers are incredibly efficient at calculat-
ing, and can do it much faster than a human coun-
terpart. As technology services continue to collect
record amounts of data, there will be an increased
need for Al to analyze and make decisions based on
its learnings. The amount of data created, tracked,
and shared has never been higher, and Al allows for
greater insight into that data than ever before.

The impacts that Al and machine learning are af-
fecting all sectors, including finance, transportation,
criminal justice, smart cities, entertainment, and
many more. Al will continue to augment human
capabilities and open the door for further efficiencies
in all aspects of our lives. PriceWaterhouseCoopers
identified that “artificial intelligence technologies
could increase global GDP by $15.7 trillion, a full
14%, by 2030 [1],” solidifying the significance of
these technology systems and their future impact
potential on global commerce.

With most developed countries investing billions of
dollars into the development and understanding of
these technologies, it is clear that the far-reaching in-
dustry impact will be great. Al is the key to success-
fully managing the complexity of an interconnected
world.



There are a variety of specific advantages that are not
inherent to one industry or practice. These include
a reduction in human error, increased operable
availability, and communication advancements.

AT and machine learning make decisions based on
data inputs and algorithms; as these technologies
act, they are far less prone to the unpredictability

of human error. With most automated technologies
comes the chances of increased capacity to work
and longer stretches of availability. Compared to a
standard 8-hour workday, an Al can manage other
systems constantly. This can be applied to a variety
of industry-specific instances, and the far-reaching
implications of increased productivity are clear.
Last, and possibly the most critical, are the advance-
ments regarding AT’s ability to directly impact and
enable more effective communication. Most people
are aware of language translators such as Google
Translate, and the advances that have been made in
that space over the last decade. There are now tech-
nologies that can translate information live without
having a trained human translator present. Advances
like these have the potential to impact billions of
people across an array of industries and practices.

5 What are the downsides?

With the wide-ranging application of AI comes the
potential for negative impacts. There are a variety

of legitimate concerns surrounding the widespread
investment of Al and machine learning technolo-
gies, including job loss, data abuse, human agency;,
socio-economic impacts, ethical implications, and a
lack of development standards. While AT and ma-
chine learning will likely create new jobs, opportu-
nities, and fields of thought, it has the potential to
exacerbate the current skills gap and increase job loss
in various industries. With these developments, there
will likely need to be investments into reskilling cam-
paigns for those who lose jobs due to Al To identify
which jobs will be vulnerable, one can recognize how
routine the job functions of the role are - the more
routine, the easier it will be to replace that position
with an AL

As the skill gap widens and more jobs are lost, the
potential for lasting social upheaval increases. Ma-
rina Gorbis, Executive Director of the Institute for
the Future, said, “Without significant changes in our
political economy and data governance regimes, [Al]
is likely to create greater economic inequalities, more

surveillance, and more programmed and nonhu-
man-centric interactions [2]” Additionally, the rise
of Big Data creates the risk of data abuse; as the
demand and marketplace for data expand, so does
the potential for oversharing, leading to privacy and
security risks. This indicates a lull in AI development
standards, which can lead to systems being unable to
collaborate and create bigger inefficiencies. With this
lack of standards and different operating procedures,
there are Al that may discriminate against individu-
als of different races, ethnicities, and genders due to
biased training data that was used to develop the sys-
tem. This can lead to greater inequalities and makes
accountability incredibly difficult to pinpoint. As Al
and machine learning continue to be integrated into
many aspects of daily life, there will be an emerg-
ing need to protect users’ data, counter the growing
inequality and skills gaps, and strengthen software
standards. These factors will play a critical role in the
fair and equitable expansion of artificial intelligence
throughout society.

6 Where is it going?

Three different types of Al are categorized according
to their functionalities. The first is Artificial Nar-

row Intelligence (ANI), which can be described as a
machine specializing in one particular problem area
for which it is tasked with finding a solution. The
second type is Artificial General Intelligence (AGI),
which refers to a computer that could be classified

to be as smart as the human brain in every way. The
third type is called Artificial Super Intelligence (ASI),
which can be defined as an intelligent entity smarter
than the most intelligent human brain in every field.
The only kind of AI that exists today from these three
types is ANI, which has a narrow focus on single
objectives described earlier.

The future of Al and learning is explosive and far
spread. These technologies will impact every in-
dustry, from transportation to customer service if
they haven’t already. We can expect that self-driving
vehicle fleets will one day operate autonomously
throughout urban environments. Al-equipped ro-
bots will empower manufacturers to increase output
and decrease cost, enabling traditional limits to be
expanded. The healthcare and education sectors will
experience incredible amounts of change, including
AT supporting disease discovery and classroom tu-
tors that can increase student engagement. Every



industry will be impacted by AI and machine learn-
ing over the next decade.

Industry Forecast

Thought Leader: Matt Becker

Position: Managing Partner, BDO USA,
LLP

Area for Disruption: Resource alloca-
tion as automation frees up teams from
low-value tasks.

Professional Insight:

“To be sustainable, the delivery of professional ser-
vices needs to be more portable. When we look at
automation, it does really well with low-value tasks.
For example, when looking at a client’s general led-
ger, the person working with it needs to determine
“this account has to be allocated on this part of the
tax return.” This can be done with automation. We're
a long way away from it materially performing the
high-value ads that involve complex laws and regula-
tions with various business structures. As automation
frees up our team from the low-value activities, we
have to determine how to allocate our resources into
professional training. Now, you can't go to a national
conference or large meeting in a conference room.
How do we develop our virtual connectivity to be
able to provide many of these components that you
got from those in-person events?”

Industry Forecast

Thought Leader: Bettyjo Bouchey
Position: Associate Dean at National
Louis University

Area for Disruption: Potential for ed-
ucational institutions to adapt to the
changing environment of Al and ML.

Professional Insight:

“Both [AI and machine learning] will work in con-
cert. The rise of remote teaching, learning, and
working will enable more consolidation of places of
leaning (and perhaps worshipping) to allow only the
best and brightest to co-construct new knowledge
with students, faculty, staff, and community leaders

-- literally blowing up the academy walls and creat-
ing durable cyber connections to the outside world.
Along with this, machine learning and AI will trans-
form how students consume baseline knowledge so
that the classroom is used for innovation and world
changing liberation of ideas. Because the academy
has been “the space of mind” for a long time, and too
often using the factory model of teaching and learn-
ing where students are only meant to consume and
produce the same knowledge, over and again. Grad-
uates leave with the same set of skills that the person
next to them does, and only the extraordinary can
rise above that. If we continue to keep education
upended, the only thing holding back a new graduate
is their sheer will. If the US can capitalize on this ed-
ucation disruption, we can regain our global position
by creating oceans of innovation and creativity -- we
can find new ways of fighting disease, controlling cli-
mate change, and block nefarious meddling by other
nations. We cannot do these things without creating
a platform for young minds to break free from the
confines of the old ways of thinking that got us to
where we are right now.”

Informational Resources

What is Al
How Al is Transforming the World



https://www.mygreatlearning.com/blog/what-is-artificial-intelligence/
https://www.brookings.edu/research/how-artificial-intelligence-is-transforming-the-world/

" Internet Connectivity & 5G

] What s it?

5@ is the newest generation of cellular radio tech-
nology, enabling speeds much faster than 4G or
earlier generations. As with all cellular radio tech-
nology that precedes it, 5G requires towers to spread
frequencies in local areas, and it requires that cell-
phones and other devices have their own 5G antenna
to tap into the network. As such, the availability of
5G technology is highly dependent on its imple-
mentation by cellular network providers, which in
turn means that rollout of the technology will be
prioritized in more developed communities around
the world before spreading to more rural and/or less
developed areas.

Major strides have been made in the construction of
5G data networks and the distribution of cell phones
with 5G antenna capabilities. Businesses have begun
to leverage the enhanced capabilities of 5G technolo-
gy to improve internal and external communication,
as well as other aspects of a business.

In particular, businesses in Asia are expected to take
advantage of the benefits provided by 5G. Special at-
tention must be paid to China, which is where much
of the innovation surrounding this technology has
originated. Furthermore, China is making the most
active, centralized efforts to integrate 5G technology
into its normal business models.

2 How does it work?

5G technology is defined by several components,
including fiber-optic cabling and advanced radio
waves that sit in a high-frequency band between
the 28 GHz to 38 GHz range. This range is called a
millimeter-wave spectrum and allows for incredible
amounts of data transmission. Verizon identifies
the millimeter-wave spectrum as “the widest, fastest
highway on the planet, with millions of trucks

traveling centimeters apart from one another at
unbelievable speeds - smoothly [3]”. Additionally,
the latency (time required for data to travel between
two points) is significantly lower with 5G, dropping
below 10 milliseconds in most cases.

Two primary components make 5G possible: small
cells and fiber-optic cabling. Small cells are transmit-
ter devices that can be strategically placed through-
out environments such as cities, metropolitan cen-
ters, and even playgrounds. They are placed in areas
where the demand for connection is highest, such as
business centers and universities. These transmitters
act as boosters to amplify the strength of a 5G con-
nection and will be integrated into next-generation
antennas: “new antennas will incorporate new tech-
nology known as massive MIMO (multiple inputs,
multiple outputs), which enables multiple transmit-
ters and receivers to transfer more data at the same
time [4]”. Additionally, fiber-optic cabling allows
data to be transferred at the speed of light with very
low latency. Data can not only travel hundreds of
miles at incredible speeds but can be amplified in
areas that create the highest demand. These network
architecture advancements create the backbone of 5G
and data movement, allowing for faster speeds that
consumers and businesses can take advantage of.

3 Who's doing it?

China is a leader in the implementation of 5G tech-
nology, and they are using it in innovative ways to
improve their industry communication capabilities.
China has the greatest number of cities with 5G
connectivity in the world, with 341 5G-enabled cities
compared to 279 in the United States. Leading the
charge are Chinese telecommunications giants ZTE
and, most prominently, Huawei, which has finalized
more 5G contracts than any other telecom company.



Huawei’s influence expands far beyond Asia and
encompasses networks across Europe and Africa,
but that influence has been subject to significant U.S.
scrutiny and sanctioning due to concerns of political
motivation and espionage. As the Chinese Com-
munist Party wields a high degree of influence over
Chinese corporations, they have levied this influence
to establish a high degree of integration in the imple-
mentation of 5G technology with regards to inter-
industry and intra-industry communication. Essen-
tially, China is taking advantage of the high speeds
provided by 5G to push forward with the technolo-
gies that benefit most from these high data speeds,
such as cloud computing and drone technology. With
the added benefits of 5G, these technologies can be
used to increase the economic efficiency of Chinese
businesses. It is expected that other countries in
China’s telecommunications zone of influence across
Asia, Europe, and Africa will follow suit once they
can implement 5G. Outside of China, South Korean
giants Samsung and LG also occupy a significant role
in 5G research, development, and deployment.

Close behind China, the U.S. is also a global leader
in 5G rollouts. AT&T, Verizon, and T-Mobile are the
significant drivers behind the deployment of 5G net-
works in North America. Also within the U.S., Cisco
Systems is supporting these deployments with its 5G
portfolio of services, infrastructure, and automation.
While many telecommunications companies imple-
ment the deployments that bring 5G connectivity to
devices, Qualcomm Technologies focuses on crafting
the products that enable this connectivity. As a lead-
ing designer and producer of 5G semiconductors,
this company is a pioneer in developing the compo-
nents that make 5G possible. In Europe, Ericsson,
Nokia, and, to a lesser extent, Orange, are mobile
vendors heavily involved in the deployment of 5G
networks [5].

4 Why is it significant?

The development of 5G technology is significant
because of the revolutionary speed and ubiquity of
the connectivity that it enables. With 5G technology,
businesses will be able to accommodate travel into
their work structure, as employees will be able to
move larger amounts of data. For example, a graphic
designer might be able to submit several gigabyte
files through 5G networks while they commute,
something that might not be possible with 4G

technology. This expands to other areas of the com-
pany where Wi-Fi connections are not reliable, such
as on business trips or in temporary workplaces. The
implications are especially significant for remote
work, where increased ranges and speeds of connec-
tion will revolutionize what workers can accomplish
as businesses embrace flexible, distributed working
environments. Education also stands to benefit from
this reach. The new possibilities for both the in-per-
son and remote delivery of information mean that
underdeveloped, emerging, and/or rural areas and
nations can improve and scale the quality and reach
of education.

At a high level, the significance of 5G should not be
viewed within the scope of 5G technology itself. In-
stead, imagining the countless applications and uses
of 5G speed and connectivity, particularly in other
areas of technological disruption, can help frame
the massive scale of change that 5G will enable.
Automation, Big Data, the Internet of Things, and
smart cities are only a few of the diverse industries,
technologies, and concepts that will be optimized by
5G. The vast majority of wireless technology is built
for and relies on 4G infrastructure; as the new 5G
backbone dramatically improves the capabilities of
this foundation, virtually all areas of technology will
reap the benefits.

5 What are the downsides?

There are several downsides associated with the
deployment of 5G network technology. First, the
construction of 5G towers will be slow and will likely
prioritize highly developed areas, resulting in the
unequal availability and distribution of 5G networks’
economic benefits. As can be seen in the current
construction of 5G equipment, low-income and
minority communities are generally skipped in favor
of more affluent communities that are able to afford
high fees for the high speeds. There are concerns that
5G network companies like AT&T will not build 5G
towers in these communities at all unless the gov-
ernment offers incentives, as low-income consum-
ers may lack the resources to constitute a profitable
market for these companies. This problem is exac-
erbated when compared to 4G and previous gener-
ations because 5G technology requires significantly
more infrastructure to implement, and is therefore
extremely expensive; few corporations would focus
their attention on communities who will not be able



to support the investment. The dynamics of 5G roll-
outs could deepen the economic and technological
disadvantages facing many marginalized communi-
ties.

The security risks that have led the U.S., United
Kingdom, Australia, and several other nations to
ban or curtail the deployment of Huawei and other
Chinese-operated 5G networks in their respective
territories also represent a downside of 5G. All Chi-
nese corporations are obliged to provide the Chinese
government with any data that it requests, and the
government itself is often directly involved in the
operations and dealings of major companies like
Huawei. Given the ongoing geopolitical tensions be-
tween China and the U.S., there is a real concern that
Huawei could intentionally use foreign dependence
on its 5G networks as a channel for espionage, data
theft, and similar actions. These security consider-
ations have added political complexity to the world-
wide contracting and deployment of 5G, creating

an environment in which nations who open their
networks to Chinese telecommunications companies
must accept that their relationships and cooperation
with the U.S. and its allies may be strained as a result.

6 Where is it going?

Much like 4G and the other generations of network
technology preceding it, 5G will slowly but surely
spread out to become the primary form of cellular
data transmission in the United States and other de-
veloped countries. In North America, it is estimated
that 48% of all connections will be on 5G networks
by 2025 (behind 50% of all connections in Asia)

[6]. Even as the upgrade from 4G to 5G remains an
ongoing process that is far from being fully realized,
China, the U.S., and other global technology leaders
are already racing to begin exploring possibilities for
the sixth generation of cellular technology, 6G. For
now, 5G will begin to permeate the business struc-
ture around the globe, speeding up communications
and increasing worker flexibility. Though the rollout
will be gradual, the impacts and consequences are
already being felt. Devices, systems, and organiza-
tions will harness the power of 5G to break free of
previous connection and speed constraints, while
societies will have to contend with the equity, secu-
rity, and political challenges that the adoption of 5G
will entail.

Industry Forecast

Thought Leader: Kerry Sims

Position: Vice President, Hitachi Van-
tara

Area for Disruption: Intelligent auto-
mation and real-time, interactive deci-
sion-making at the edge.

Professional Insight:

“The big expectation and realization is that 5G is
not for people, it’s for machines. It enables you to get
real-time, interactive analytics that not only drive
prediction but a prescription to the edge. When

you can do that, you can do intelligent and dynamic
automation. It’s not just autonomous behavior like “I
can drive a route from A to B,” but rather, responding
to the environment in real-time and being able to
dynamically draw upon information from a much
broader network of sources than was ever possible
and do it in real-time.”

Industry Forecast

Thought Leader: Ed Schwer

Position: National Program Manager,
U.S. Department of Homeland Security
Area for Disruption: Increased produc-
tivity and free time created by 5G-en-
abled IoT and automation.

Professional Insight:

“If we had all of our technologies and IoT devices
linked in a little more seamlessly, which will require
greater connectivity and bandwidth, we could reduce
the monotonous, mundane tasks that we as humans
do every single day. Those are hours, or days over the
course of a year, that you gain back. If you are a pro-
fessional of any type, to be able to have extra hours
to dedicate to the things that you are working on is
important. Having extra hours to donate to yourself
and focus on you is just as positive”

Informational Resources

Huawei’s 5G Dominance
Global 5G Insights and Forecasts



https://www.cfr.org/blog/china-huawei-5g#:~:text=Huawei%20has%20already%20finalized%20more,for%205G%20networks%20in%20Europe
https://www.mygreatlearning.com/blog/what-is-artificial-intelligence/
https://www.gsma.com/mobileeconomy/

@é\g Big Data, Analytics, Visualization

] What s it?

Big data is the concept of amassing large quantities
of data from multiple streams into one repository.
Big data breaks down information silos by lumping
things together and makes the data far more useful
than if it would have been used independently. There
is tremendous value in leveraging all the information
an organization generates over time and marrying it
with external sources.

Data analytics are tools and processes people use

to understand data at a deeper level that provides
insights. It can be as simple as a spreadsheet, but
there are far more advanced tools available. These
tools are geared for analysts who want to look at the
data from their unique perspective and don’t require
deep technical skills. Consumers use analytic tools
to make sense of what is going on, where things are
heading, and what should be done. Data visualiza-
tion is the art of turning data into visually compel-
ling stories. Good visualization makes it easy for the
consumer to see what is going on without having to
process a lot of detailed information or understand
complexities. Heat charts, maps, trend reports, and
many other tools are examples of data visualization.

2 How does it work?

Big data works by capturing data streams that are
generated by an organization over time, lumping it
together with historical data, data silos, and import-
ing it together in one repository. It is then structured
and scaled in a way to make it widely available,
useful, and expandable. Cloud vendors offer many
services that facilitate big data for both data storage
and integration.

Once the data is assembled, analytical tools can be
configured to interpret it. Companies often select
tools that easily integrate with or are already part of

their data storage platform. Analysts point these
tools at their repositories and use them to analyze
data from several perspectives, ultimately identifying
fine-grained insights and making highly informed

decisions.

Data visualization is created by stimulating graphical
components that present meaningful information

to consumers. Think of the electoral college map,
weather reports showing weather patterns, or the
dashboard on your car. Visualization is an effective
way to keep stakeholders apprised of Key Perfor-
mance Indicators (KPIs) in an organization without
having a deep understanding of the content.

3 Who's doing it?

95% of companies have deployed big data initiatives
at an enterprise or departmental level. Cloud com-
puting has accelerated the ability to scale and imple-
ment big data practices in an affordable way, and the
rate of data we are generating is exponentially grow-
ing. Companies are very familiar with data analysis
and visualization, but there are new tools that make
it easier for non-technical people to work with data
as well. Data is increasingly available to be analyzed
and visualized by those outside of IT - the citizen
analyst.

4 Why is it significant?

The significance of big data, analysis, and visualiza-
tion is that companies can make use of information
in far more sophisticated and meaningful ways than
before. Their data can be brought together with new
sources to offer new insights and capabilities.. This
can lead to companies better serving their customers
and identifying problems before they become



catastrophic. Some companies are even able to use
data to predict future behavior, not just analyze past
results.

5 What are the downsides?

Big data doesn’t come without downsides. The imme-
diate downside is that organizations need to rethink
how they approach data and analytics. They will need
to adopt new technologies and learn to use them
properly. Big data requires a lot of bandwidth and
integration, new talent with relevant skills, and com-
pliance initiatives. Additionally, data quality from
sources may need to be improved before businesses
can fully leverage its power.

Privacy and security also pose a threat. So much in-
formation is available about consumers and compa-
nies that anonymity can be lost, and that information
can be exploited. Furthermore, governments may
take action to regulate industries dealing in large
amounts of consumer data to protect privacy and
identity of users.

6 Where is it going?

Many companies have adopted big data initiatives
and this trend will accelerate. Given the number of
analytic tools available, look for companies to un-
dertake standardization projects to make support
more manageable. Security will continue to be at the
forefront of concerns for organizations. As more and
more data is assembled, look for ongoing integration
and compliance challenges. Additionally, non-tech-
nical roles - the citizen analyst - will increasingly
participate in the day-to-day analysis and usage of
data.

Industry Forecast

Thought Leader: Jennifer Merrell
Position: Senior Relationship Manager,
TechPoint

Area for Disruption: Organizations or
processes that enable small and medi-
um-sized businesses to harness their
data.

Professional Insight:

“I think what’s going to allow different companies to
become disruptors in their industries is harnessing
the data that they have. Some companies have de-
cades of their data; it’s not organized, they’re not sure
what to do with it, theyre not sure what it’s telling
them. Because they haven’t harnessed it, organized
it, and figured out what they had, they don’t know
how to take those next steps. They don't even know
what the questions are yet. Facebook isn’t going to
have trouble finding a hundred data scientists to do
a project for them, but what could small and medi-
um-sized businesses do if they were able to harness
the data that they’ve collected over the last decade?

I think that’s where we could see things move and
change”

Industry Forecast

Thought Leader: Daniel Chen
Position: Head of Business Develop-
ment, Brightside

Area for Disruption: The democratiza-
tion of data infrastructure.

Professional Insight:

“The democratization of data infrastructure will
enable access in ways we've never seen before. Con-
sumers are demanding control over their data; more
transparency, security, and access. Financial data is
next. Banks and credit reporting agencies control
data now - they sell it to hedge funds. When will they
be taken in front of Congress as social media has? It’s
only a matter of time; people will demand it. We're
seeing disruptive tech going around the legislature

- crypto, and blockchain. The U.S. is behind, due in
large part to infrastructure. Regulation will have to
happen?”

Informational Resources

What is Data Visualization?

9 Trends Shaping the Future of Analyt-
ics

Big Data Pros & Cons



https://powerbi.microsoft.com/en-us/data-visualization/
https://clouddamcdnprodep.azureedge.net/gdc/gdc3y8Gou/original
https://clouddamcdnprodep.azureedge.net/gdc/gdc3y8Gou/original
https://www.datamation.com/big-data/big-data-pros-and-cons/
https://www.brookings.edu/research/how-artificial-intelligence-is-transforming-the-world/

] What s it?

Augmented reality (AR) and virtual reality (VR) are
two distinct, yet related technologies. Augmented
reality involves augmenting what is seen, heard, and
sensed with virtual information. AR is achieved
when virtual information and objects are overlaid
onto the real world, effectively meshing the power of
computing with reality. This creates an enhancement
of the real world with digital details such as text,
images, and animation, rather than fully immersing
the user. Alternatively, VR is a fully immersive expe-
rience where users are in a simulated environment.
In some cases, VR technologies generate realistic
sounds and images, oftentimes engaging all five
senses to create a more immersive experience. This
360-degree view of a simulated environment tricks
the user’s brain into believing that the landscape is
real. Augmented reality is the mixing of reality with
computing. Virtual reality is the complete substitu-
tion or approximation of reality.

2 How does it work?

VR technologies are largely computer-generated ap-
proximations of reality. The onset of massive comput-
ing power, high-quality cameras, and widely avail-
able, small consumer devices have made this process
much easier to accomplish. Companies attempt to
completely immerse users by dominating one or
more senses — think of glasses that completely cover
the eyes and only display information made available
by the computer that is configured to send video.
Now, the user’s sense of sight is completely controlled
by a computer.

As computing power continues to grow, image
processing will occur at faster speeds, enabling a
seamless and integrated experience. That smoother
transition causes the images observed to seem more
authentic. Couple that with high-quality imaging

Augemented & Virtual Reality

that was heretofore widely unavailable, and the
result is a very realistic image appearing to move
almost naturally in a 3-D world. As the user’s head
turns, tiny, electronic, gyroscopic devices can detect
movement, causing the user to virtually look around.
Naturally, the panoramic, 3-D picture taken can now
be observed, just as if the user were in the depths of
the Grand Canyon or any other simulated location.
All these combined technologies — the 3-D cameras,
the electronics, embedded gyroscopes, high-quality
cameras, and the high-powered computing device
that can fit on the user’s head are relatively recent
technologies that enable this type of reality to be
approximated by computers. This is virtual reality.

Now, imagine all the senses could be encapsulat-

ed - sight, touch, smell, taste, sound. It’s not hard to
imagine a situation that would easily fool the human
brain into believing it was experiencing a reality that
didn’t exist — a virtual reality. Augmented reality
works differently, but the same underlying technol-
ogies enable it. Rather than replace what is sensed,
augmented reality processes what is sensed and con-
nects that stream with computing power to augment
reality in a way that amplifies the user’s experience.
This is where the availability and power of the cloud
are particularly useful.

3 Who's doing it?

Many companies are rolling out augmented reality
and virtual reality, particularly as Covid-19 has dras-
tically changed how users can experience the world.
In a survey of more than 3,000 people in North
America, Europe, and the Asia Pacific, customers’
increasing willingness to try immersive technolo-
gies has inspired 64% of leading consumer brands

to invest in Augmented Reality, Virtual Reality, 3D
content, and 360-degree video. As a result, more
companies are following suit [7].



There are two camps in the AR world - enterprise
AR and consumer AR. Enterprise AR is not expected
to shift dramatically, but consumer AR is, so natural-
ly, more products are being introduced that are con-
sumer-oriented. Most of the consumer AR products
being introduced are in the form of headsets or glass-
es, such as the products created by nReal, Mad Gaze,
and Facebook. Google and Apple may introduce a
product to the market.

Each of these devices has the same basic premise -
take the user’s vision and add information assembled
by the vendor to it. The user then views not only the
real image but also whatever the vendor determines
the user should see, connected to their information
sources or perhaps serving an application on a plat-
form like nReal or Mad Gaze.

In the case of more virtual-reality-themed products,
the glasses encapsulate the vision and replace it with
computer-generated graphics. Many of these VR
devices use smartphones for graphics and comput-
ing. Some, such as those used by gaming systems, are
attached to a gaming console or computer.

nReal’s mixed reality glasses made a solid showing at
CES 2020, coming a long way from previous years.
They have to be tethered to an Android device, but
they have built-in microphones and speakers. They
track eye movements, so one can imagine how an
app may be able to take advantage of the platform
once connected to the cloud. Right now, a home set-
up and fashion app come with it. Mad Gaze replaces
a computer screen with the optics on the glasses so
that the user can receive calls, watch 3-D movies,
navigate, modify office content, translate content
between languages, send messages, and live stream.

Facebook has more than 6,000 staff on AR, VR,

and hardware tasks - more than they have working
on Instagram and Whatsapp. They are looking for
the next computing platform after the smartphone.
Interestingly enough, their glasses will not feature
the type of digital overlay associated with augmented
reality. They are identified as smart glasses not aug-
mented reality, so it resembles a computing platform
like Mad Gaze compared to a “true” AR that nReal is
developing|[8].

Google launched their Google Glass product several
years ago, but except for some industrial and ware-
house settings, it never had a large consumer market.
Some industries are successfully implementing

Google Glass to help assembly line workers. There
are also some applications in healthcare that reduce
physicians’ traditional computer interface time, as
well as in logistics for companies that receive help
order picking to accelerate their delivery processes.

MAC Cosmetics, for example, enables customers

to try their products virtually via YouTube. Buyers
no longer need to go into a store or travel, they can
simply try products from the comfort of their homes.
Nike is doing the same thing with a shoe app that
does not involve a device. Customers can size their
shoes without the need to go to a store or travel.
Customers of the future can take a picture of their
foot, determine their shoe size, then select a shoe -
perhaps even morph an old photo to see what theyd
look like wearing their new kicks.

4 Why is it significant?

Augmented Reality and Virtual Reality are significant
in several ways: pandemic response, the development
of new computing devices, technology personaliza-
tion, and the power of AI/ML/Big Data pervading all
of reality.

With travel restrictions, contagion concerns, and
social isolation a very real part of the pandemic
response, companies have turned to AR and VR

to capture the attention of their customers. People
have turned to digital means to stay connected. Even
Zoom backgrounds have mixed reality features,
where a background of one’s choosing can be super-
imposed on a live data stream, simulating working
from an office, exotic location, or anywhere else.

Augmented reality is part of daily life now.

One of the most significant impacts may be the next
computing device. Decades ago, massive computers
occupied buildings, then there were huge computers
with terminals, then personal computers sitting on

a desk at home, a laptop one could carry about in a
backpack, then a phone or tablet that fits in a pocket.

What's next? Will it be the glasses that can detect
where the user is and what they want to do without
an overt physical action like diction or movement to
initiate it? The cognitive implant that interfaces brain
waves with what the user asks the computer to do?
The natural language processing of smart IoT devices



that take all verbal directions? A combination of

all those things into one device that is smarter as it
gets to know the user, able to anticipate what they
want due to AI/ML and cloud connectivity? Will the
mouse be relegated to the dust heap of history in the
coming decades?

Think of the positive benefits that AR may have for
the differently-abled. We already can see how glass-
es can help certain color blind people to see more
color. We've seen how implants can assist the deaf
in hearing. As another example, there are positive
benefits that AR could have on law enforcement. By
bringing in the power of the cloud with the boots-
on-the-ground police officer, AR can shield the
police worker from bias, more accurately document
their actions, and potentially detect situations they
may not be able to process in a moment of adrena-
line-filled danger.

In some ways, this is already taking place. Facial
recognition is already a widespread phenomenon.
Potential applications like accurate identifications,
instant fingerprinting, or DNA comparisons could
help reduce wrongful arrests and convictions. AR de-
tection of things like inebriation, substance presence,
or general medical conditions could help reduce
some of the horrible situations that result in un-
necessary death. The potential applications of these
technologies is extraordinary.

5 What are the downsides?

On the positive side, it can reduce the need to do

a lot of rote memorization. No need to store a cat-
alog of information that doesn’t change if you can
reference it seamlessly using Augmented Reality.
Now, users can preserve that biological compute and
storage capacity for other tasks. Still, it poses educa-
tional questions. Does society want doctors who can
only help patients as long as they are connected to a
machine? Is a mechanic a mechanic if they only need
to point a camera at something to diagnose the prob-
lem? Of course, these technologies should enhance
their capabilities.

There may be other negative impacts of augmented
reality on human learning and growth, such as a po-
tential decrease in critical thinking, attention spans,
or patience. Other downsides include the high price
to use them. This provides barriers to certain

economies and populations that could benefit from
them. In the long term, prices will likely come down
so they are more universally available. Another
downside to VR and AR headsets is that they are not
fashionable. Until tastes change or something desir-
able is introduced, the technology won't be immer-
sive. They can be socially isolating and individual
experiences, removing users from the existing en-
vironment. This can have the opposite effect if one’s
goal is to host an event that brings people together.

6 Where is it going?

The biggest opportunity for growth is in the consum-
er market, but consumers haven't bought into VR
and AR products for a few reasons. Once the “killer
app’ is rolled out, or the aforementioned obstacles
are lessened, look for this area of adoption to accel-
erate. That’s not expected to happen in 2021. One
reason adoption hasn’t taken off in the consumer
market is the price point. VR devices are still rather
expensive. Another reason consumers are slow to
adopt these devices is that the physical form factor

is still awkward or unattractive. It does not wear well
and looks clumsy. So, until the technology can evolve
and be less imposing, it will lag in adoption by the
consumer market.

The enterprise market is another story, and where the
growth is at right now. Previous data suggest that the
growth in Extended Reality (XR) is expected to reach
an estimated market size of more than $209 billion
by 2022. XR is an umbrella term referring to all real
and virtual combined environments, which includes
a collection of technologies such as Augmented Re-
ality and Virtual Reality. This will undoubtedly drive
innovation and advancement in this space. Addition-
ally, 80% of executives believe it will be important

to leverage XR solutions to close the gap of physical
distance when engaging with customers and their
employees, according to a recent Accenture survey

[9].

Training and simulation in VR are particularly adept
at increasing training efficacy and trainee engage-
ment. The pandemic has amplified this need. It
supports remote training and worker enablement in
a socially distanced way. There is still workflow dis-
ruption - it’s not perfect — but it's good and getting
better.



Industry Forecast

Thought Leader: Kerry Sims

Position: Vice President | Americas,
Digital Insights

Area for Disruption: How the blending
of physical and virtual environments
will lead to spatial compute and data
immersion as augmented reality for the
workforce.

Professional Insight:

“What we're finding is this tremendous amount of
effort going on right now to move quickly to re-
mote hands. It’s the ability to wear a hard hat that’s
got an embedded visor that enables you to look at
something as a field service technician and have
somebody who's a senior, experienced person, who
can’t actually be out there in the field doing this work
physically anymore, to see the same thing you see
and tell you what to do. It’s like putting that angel

on your shoulder. I'm going to put a hard hat on you
that has earplugs and an advisor that has augment-
ed reality and cameras on there, and you're going

to be able to go into that site and somebody who’s
been doing this for 30 years is now, maybe in their
house, and they can see everything you see. They
can tell you exactly what to do and they can give you
instructions on how to fix things. And while we're
doing that, we’re capturing the video. We're capturing
the audio. We're capturing the sensor data and we’re
building contextual knowledge to enable the Al to
take over that role when that supervisor is no longer
around.”

Informational Resources

Immersive Technologies
AR Trends
Pros & Cons of Virtual and Augmented

Reality



https://www.accenture.com/us-en/insights/interactive/immersive-technologies
https://mobidev.biz/blog/augmented-reality-future-trends-2018-2020#:~:text=Augmented%20reality%20technology%20has%20seen%20unprecedented%20growth%20in%202020.&text=By%20the%20end%20of%202020,to%201.73%20billion%20by%202024.
http://www.avantica.com/blog/virtual-and-augmented-reality-pros-and-cons
http://www.avantica.com/blog/virtual-and-augmented-reality-pros-and-cons
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] What s it?

To remain competitive, reduce costs, and benefit
from flexibility and scalability, virtually every busi-
ness has sought to accelerate the digitization of its
resources, processes, and business model. The gravi-
tation towards information technology as the com-
mon backbone of modern industry is represented by
increasing reliance on cloud computing, automation,
artificial intelligence, and the many other emerging
technologies that are discussed here and elsewhere.
The extent to which businesses depend on comput-
er networks for daily operations is profound, to the
point that cyber functionality is synonymous with
survival for most organizations.

During the pandemic, most organizations found
themselves reliant on distributed technology re-
sources and remote networking environments, many
of which lacked the preparation and security needed
to ensure the safety of company and user systems,
devices, and data. The broad dependence of busi-
nesses on their information technology systems, el-
evated by the pandemic, has given new incentives to
the already massive, constantly growing ecosystem
of cybersecurity threats and malign actors that target
those systems. Cybersecurity threats are malicious
acts seeking to gain unauthorized access to, disrupt,
damage, and/or steal from computers and other
information technology systems. Cyber threats can
take many forms, but all of them strive to accom-
plish one or more of these goals.

Among various strategies and tactics, these five cy-
bersecurity threats stood out as the most damaging
to businesses in 2020 and are sure to be employed
by malicious actors targeting businesses in 2021 and
beyond [10]:

Cybersecurity Threats

1. Social Engineering - The malicious, psycholog-
ical manipulation of humans into performing
compromising actions, often by accident.

2. Ransomware - Programs that hold data and sys-
tems hostage and demand payment for release.

3. Distributed Denial of Service (DDoS) Attacks
- Intentionally disrupting a server, service, or
network by overwhelming it with Internet traffic.

4. Compromised Third-Party Software - Accessing
and attacking an organization by compromising
the systems of that organization’s third-party
vendors.

5. Cloud Computing Vulnerabilities - Weaknesses
in cloud environments caused by misconfigu-
rations, security gaps, and end-user mistakes
that attackers exploit to target cloud systems and
devices.

2 How does it work?

SOCIAL ENGINEERING:

Social engineering attacks constitute a significant
portion of cyberattacks, largely due to the relative
ease with which they can be executed. There are
myriad strategies that attackers use to manipulate
people into divulging sensitive information, often
relying on and exploiting an unwitting victim’s trust,
stress, curiosity, and, critically, unawareness of cyber
safety. The vast majority of social engineering attacks
take the form of phishing attacks, which trick people
into opening malicious files disguised as legitimate
emails, texts, or other forms of communication.



The attacker, or social engineer, researches and gath-
ers information on their potential target(s) to plan
and execute a phishing attack that deceives the vic-
tim. For example, analyzing an individual’s behavior,
social media, and workplace dynamics can provide
an attacker with all the information they need to
send the individual an “urgent” email with infected
files, trick the individual into thinking that their
manager is the sender of the email, and convince
the individual to open the file. According to Cisco,
phishing accounts for 95% of all attacks on enterprise
networks.

RANSOMWARE:

Ransomware is a type of malicious software, or
malware, that denies access to a computer system or
data until a ransom is paid. Phishing and other social
engineering attacks are common vectors through
which systems become infected with ransomware.
This malware often sends messages informing users
that their systems have been infected and will remain
locked until a ransom is paid. Sometimes, further
urgency is created by imposing a time limit alongside
the ransom and threatening to damage or erase data
if payment is not received. Ransomware can result in
the temporary or permanent loss of access to data, as
well as the financial losses caused by lost productivity
and ransom payment.

DISTRIBUTED DENIAL OF SERVICE (DDOS)
ATTACKS:

DDoS attacks are perpetrated by botnets, which are

a network of infected Internet-connected devices
running “bots”, or software applications that can be
used for malicious purposes. Attackers use botnets
of devices compromised by malware to flood a target
server, service, or network with a vast quantity of
Internet traffic that overwhelms the target and causes
it to crash, resulting in the denial of service. Unaware
of an infection, the owners of some compromised de-
vices may not even know that their computer is part
of a botnet performing a coordinated DDoS§ attack
or other criminal activity. Attackers can also leverage
artificial intelligence to organize and execute DDoS
attacks.

COMPROMISED THIRD-PARTY SOFTWARE:

In some cases, it can be easier for attackers to access
a target business or organization by compromising
one or more of that target’s third-party vendors.

If a target seems challenging to infiltrate, attack-

ers can identify and prey on a third-party vendor
with weaker security. Once the third party has been
compromised, the attackers can exploit its trusted
relationship with the target to gain access that they
wouldn’t normally have. This threat is further com-
pounded with the vulnerability introduced by the
subcontractors of third-party vendors, who would
qualify as fourth-party vendors to the target organi-
zation. A compromise in a fourth party can lead to a
compromise in a third party, which can then result
in the successful breach of the target organization’s
systems. On average, a third-party breach costs an
organization $4.29 million [10].

CLOUD COMPUTING VULNERABILITIES;

As more and more businesses migrate to the cloud,
opportunities abound for malicious actors to in-
creasingly target this environment. Attackers prey
on security misconfigurations in cloud architecture,
vulnerabilities in the application programming in-
terfaces (API) that enable end-users to access cloud
services, and failures to implement sufficient iden-
tity and access management best practices, such as
multi-factor authentication. Between June 2019 and
July 2020, the prevalence of cyberattacks on cloud
systems exploded, increasing by 250% [11].

These attacks on cloud systems sought to take con-
trol of cloud servers and introduce malware through
malicious container images, or infected files that
deploy malware as they run. Comparable to phish-
ing attacks, malware is hidden within seemingly
innocuous container images. Many of these attacks
use malware focused on mining cryptocurrency,

but others attempt to establish DDoS infrastructure
to launch future attacks. Among other techniques,
attackers search for cloud servers without passwords
and exploit unpatched systems.

3 Who's doing it?

In many cases, individual actors are to blame for the
exploitation of these cyber threats. The traditional
archetype of a computer-savvy hacker is still rele-
vant today, as advances in artificial intelligence and
threat techniques have given many malicious actors
the tools to carry out cyberattacks from their own
homes.



Incentives for this illicit activity are often financial,
especially when ransomware is involved. However,
monetary compensation is far from the only motiva-
tion to commit these crimes. “Hacktivists” are actors
who use cybersecurity threats to carry out politically

motivated attacks in support of an ideological agen-
da.

Generally speaking, hackers must leverage cyberse-
curity threats to gain access to their targets. Insider
threats, however, already have internal access to
their targets. Insiders can be current or former em-
ployees of an organization, or even affiliated with a
third-party vendor. The knowledge, trust, and access
enjoyed by insiders can make their attacks especially
devastating and difficult to defend against. Insiders
may be motivated by a personal grudge, greed, or
even corporate espionage that could benefit a com-
petitor (for a price). Alternatively, a perfectly content
and responsible employee can also be responsible for
a devastating attack through their negligence. Failure
to properly and securely configure a cloud network,
for example, can provide the vulnerability an attack-
er needs to penetrate the cloud system and wreak
havoc.

Beyond lone attackers, organized groups of malicious
cyber actors can pool together significant resources
and personnel to execute large-scale, wide-ranging
cyberattacks. Terrorists and organized crime groups
are increasingly turning to cyber operations as a
strategy for revenue, political muscle, influence, and
intimidation. Above these groups are organizations
of cybercriminals that operate on an even larger
scale: state actors, particularly China, Iran, Russia,
and North Korea. The governments of these nations
cultivate and maintain massive numbers of sophisti-
cated cyber threat actors who relentlessly perpetrate
attacks against the governments, businesses, univer-
sities, and citizens of their adversaries, especially the
U.S. These operations are commonly tied to intelli-
gence gathering, intellectual property theft, terror-
ism, influence operations, and financial crimes.

4 Why is it significant?

It is difficult to overstate the significance of cyberse-
curity threats. The recent SolarWinds hack, described
by Microsoft CEO Brad Smith as, “The largest and
most sophisticated [cyber] attack ever”, originated as
compromised third-party software that

penetrated the networks of some of the most sophis-
ticated government and private sector organizations
[12]. However, this high-profile cybersecurity inci-
dent is only part of the thousands of cyberattacks
that occur every day in the United States alone. Since
the onset of the coronavirus pandemic, the FBI has
received between 3,000 and 4,000 cybersecurity
complaints every day [10]. These threats can harm
individuals, businesses, and government organiza-
tions in several ways, especially financially; in 2020,
global losses from cybercrime surpassed $1 trillion.
Downtime alone is an expensive consequence of cy-
bersecurity threats, as operations often grind to a halt
until compromised systems are secured. These costs
are compounded by the hefty sums extracted by ran-
somware, the theft of valuable information or data,
and the enduring reputational damage that haunts

a business after a cybersecurity incident. The plum-
meting value of SolarWinds stock after the breach
emphasizes the severity of these consequences.

Given the increasing tendency of state actors like
China, Russia, and Iran to exploit cybersecurity
threats to exert their influence and weaken their ad-
versaries, cybersecurity threats also carry significant
consequences in the domain of national security. Cy-
ber threats, especially those leveraged by state actors,
can target critical infrastructure, military and law
enforcement systems, nationwide information and
communications networks, and sensitive data that
resides within businesses, academia, and govern-
ment organizations. Societal reliance on the Inter-
net for commerce, transportation, communication,
education, security, and nearly every other facet of
daily life means that cyber threats can have massive,
wide-ranging impacts on the daily life and activities
of individuals and organizations.

As the start of the pandemic has marked an increase
in the prevalence of cyberattacks, it has also elevated
the significance of healthcare in the cybersecurity
space. Vaccine development and global health have
become prominent targets for cybersecurity threats,
demonstrated by the cyberattacks that have increas-
ingly sought to victimize the World Health Organiza-
tion, U.S. Department of Health and Human Ser-
vices, and institutions conducting COVID-19-related
research [13]. Cyber threats can also have potentially
deadly consequences in the area of healthcare. These
threats can impede hospitals’ access to data and
adversely affect patient care; in September 2020, a
German hospital patient died after a cyberattack
knocked out the IT systems at her place of care



and forced her to be transported elsewhere. Only a
few weeks later, one of the largest medical cyberat-
tacks in U.S. history caused computer system failures
across a major U.S.-based hospital chain [14]. Cyber-
security threats pose a significant danger to the secu-
rity and intellectual property of health organizations
and can cripple hospital technology.

5 What are the downsides?

Cybersecurity threats pose significant challenges

to individuals and organizations of all sizes. The
centrality of information technology systems to the
modern industry means that the protection of those
systems is of the utmost importance. Cybersecuri-

ty spending frequently dominates IT budgets, but
defense is much harder than offense in the cyber
arena. Malicious individuals, groups, and state actors
represent tireless threats that constantly probe the
networks of their victims, seeking out any area of
vulnerability or negligence that might grant them
entry. It is relatively affordable and feasible for attack-
ers to cast their nets wide and execute automated
attacks on incredibly broad ranges of targets; as easy
as these attacks are to perpetrate, all it takes is one
vulnerability for an organization’s entire system to be
compromised.

Employees add another layer of complexity to the
mission of cybersecurity defenders. Not only do
insider threats constitute a significant danger that
must be constantly monitored and protected against,
but even trustworthy employees can unintentionally
expose systems to attack, as has been stated. So-

cial engineering in particular thrives on ignorance,
gullibility, and a lack of awareness around cyberse-
curity threats. As such, organization-wide training
for cybersecurity awareness and best practices has
become time-consuming, expensive, and necessary
investments for business leaders.

For every challenge that organizations face in guard-
ing against cybersecurity threats, there are just as
many downsides to remediating attacks once they
occur. As these threats often take advantage of blind
spots in a system or network and can be stealthi-

ly disguised, it can be difficult for an organization

to even realize that it has been attacked. Constant
monitoring, security audits, and network visibility
are required for businesses to detect anomalies and
potential breaches.

Even if an attack is identified, attribution is anoth-
er downside that is especially hard to overcome in
cyberspace. Certain tools or methodologies can
sometimes be associated with specific individuals

or groups, but the plethora of opportunities for bad
actors to obfuscate their involvement means that it is
often difficult to determine a specific culprit, much
less hold them accountable.

Remediation itself is an arduous and frequently
imperfect process. Once attackers gain access to a
system, they commonly implement and hide back-
doors that offer them alternative points of entry back
into those systems. For defenders dealing with the
aftermath of an attack, it can take months to scour
for these and other lingering infections; even then,
it is possible that those bad actors were not entire-
ly rooted out, and may have some form of ongoing
access. The aforementioned SolarWinds hack direct-
ly illustrates each of these remediation drawbacks.
Hackers were able to lay low and remain in the
sensitive networks of federal and private organiza-
tions for months before their presence was finally
detected. The tactics, techniques, and procedures
(TTPs) employed by the attackers were consistent
with those used by Russia’s intelligence services, but
definitive attribution is further complicated when
Russia explicitly denies any involvement. Ongoing
investigations continue to explore the extent of the
SolarWinds attack, and months will likely pass before
the full scope of the breach can be understood.

6 Where is it going?

The increasing prominence and massive impacts of
cyber threats guarantee that cybersecurity will be a
leading issue with which individuals and organiza-
tions alike must contend. Accelerated by the pan-
demic, foundational shifts in industry and business
models have created a new security environment;

as such, a nuanced cybersecurity approach will

be necessary to address the needs and challenges
facing this novel landscape. Because many assets

are now outside traditional perimeters (and this is
predicted to continue to grow), organizations must
again rethink security. Enter the cybersecurity mesh
architecture: “a composable and scalable approach
to extend security controls to distributed assets by
decoupling policy enforcement from the assets being
protected [15]”.



A mesh network “has no centralized access points
but uses wireless nodes to create a virtual wireless
backbone” and “are self-healing, self-organizing and
somewhat scalable, with additional capacity supplied
by adding incremental nodes [16]”. This transition

to a cybersecurity mesh is the transition away from a
single IT network perimeter to individual perimeters
around access points. Gartner further explains that
“the cybersecurity mesh enables any person or thing
to securely access and use any digital asset, no matter
where either is located while providing the necessary
level of security [15]”. This security model accommo-
dates accelerated digital business needed by organi-
zations and provides flexibility expected by employ-
ees while providing the appropriate asset protection.

A partner trend to cybersecurity mesh worth not-
ing is an IT operating model designed for anywhere
operations — or put simply “digital-first, remote-first”
(Gartner Top Strategic Technology Trends for 2021).
Anywhere operations are a key inclusion because

as organizations strive for smooth, scalable digital
experiences and adapt large portions of their strategy
to accommodate customers and employees, securi-
ty must be at the center of decision making. Brian
Burke, research vice president at Gartner, explained:
“as anywhere operations continue to evolve, the
cybersecurity mesh will become the most practi-

cal approach to ensure secure access to, and use of,
cloud-located applications and distributed data from
uncontrolled devices.” While the digital transfor-
mation has been incredibly “expedited “in response
to COVID-19, the cloud has become a must-have
for businesses to continue operations and thrive in
the future [17]. Cloud, anywhere operations and
cybersecurity mesh will be a crucial partnership for
organizations in the years ahead.

Industry Forecast

Thought Leader: John Pistole

Position: President, Anderson Universi-
ty; former Deputy Director of the FBI
Area for Disruption: The growth of
cybersecurity and risk management in-
dustries as interconnected cyber threats
become more pervasive and systemic.

Professional Insight:

“Ransomware is just going to continue expanding,
in addition to phishing, malware, and other cyberse-
curity threats. These threats are interconnected and
linked in a way that makes them hard to separate
into unique categories. State-sponsored attacks are
the most concerning because they’re typically the
most sophisticated and they target national security
interests, but sometimes they also target a compa-
ny’s proprietary information. Trade secrets, patents,
things that may not sound as bad, but are happening
every day. These attacks drive up the cost of cyberse-
curity services because you have to have more robust
firewalls and cybersecurity defenses in place, and
they also drive the growth of cybersecurity insur-
ance. The whole risk management and risk mitiga-
tion business take on a different definition as these
attacks continue and become more pervasive and
systemic. In that regard, these attacks help grow the
cybersecurity industry. ”

Industry Forecast

Thought Leader: Dave Skalon

Position: Chief Information Officer,
Indiana National Guard

Area for Disruption: The adoption of a
layered, Defense in Depth cybersecurity
approach.

Professional Insight:

“Videoconferencing shows your body language and
what you're wearing. An application like Zoom or
Teams is good for integration and flexibility but
leaves you with vulnerabilities and is susceptible to
hacking. If you can't secure your meeting and can’t
have a confidential meeting, you’ll lose confidence in
everything. You have to constantly be aware of how
you're securing everything. In cybersecurity, you
have to question “what is the intent of the hacker?”
Your system may be under attack, so you unplug
your machines to avoid further damage. But what if
that was the intent? Maybe it wasn’t something on
your machine they wanted access to, but now that
you've gone offline, they have a clearer path to their
original destination. You have to think about moti-
vation and responses so you can effectively prepare.
You have to ask the right questions. Do your security
measures hamper operations or enhance operations?
In relating this to an egg, you don't just rely on a hard
shell to protect a soft yolk.



You might build a fence 50 ft away, you might add a
wall, then cameras. You have to consider the balance
between what you can afford with the best you can
come up with.”

Informational Resources

What is a Cyber Threat?
SolarWinds Attack
The Cost of Cybercrime



https://www.upguard.com/blog/cyber-threat
https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12
https://www.businesswire.com/news/home/20201206005011/en/New-McAfee-Report-Estimates-Global-Cybercrime-Losses-to-Exceed-1-Trillion

Biotechnology &
Digital Medicine

] What s it?

Biotechnology is the process of utilizing living or-
ganisms or parts of them to develop new products
that can impact an array of industries. Biotechnology
can be considered an umbrella term that encompass-
es an array of disciplines including genetics, molecu-
lar biology, and biochemistry. One space biotechnol-
ogy is commonly associated with is healthcare and
medicine. As it relates to medicine, biotechnology

is primarily focused on opportunities to manipulate
and change the DNA of organisms in efforts to pre-
vent, cure, or learn more about diseases. Additional-
ly, biotechnology is driving research to create drugs
with stronger potency and fewer side effects. In the
field of genetic research and testing, biotechnology
is helping to minimize the chances that inheritable
diseases are spread to children.

As biotechnology drives further innovation and op-
portunity, digital medicine is growing rapidly across
all areas. Digital medicine is an area that focuses on
using technologies as tools for supporting traditional
healthcare. This is achieved by leveraging innovative
hardware and software applications to support the
practice of medicine and exist alongside pharmaceu-
ticals and other medicinal products. Digital med-
icine has experienced an increase in potential due

to the rise of interconnected technologies, IoT, and
software as a service (SaaS) platforms [18].

2 How does it work?

Biotechnology enables scientists to make changes
to organisms by working directly with the genetic
material (DNA) of a cell. The base of biotechnolo-
gy stems from breakthroughs in genetic engineer-
ing over the last century. As the structure of DNA
became understood, genetic engineering took hold,
which led to the rise in biotechnology and its appli-
cations in healthcare.

Biotechnology works by taking chromosomes com-
posed of DNA and organizing them into sections
called genes. With the understanding that genes
control the production of proteins in a cell, and that
proteins determine a cell’s characteristics, one can
quickly realize that by changing the DNA, the cell’s
characteristics will also change. By conducting this
process, scientists can change the DNA of different
cells and develop products, solutions, and cures in
the process. Stem cell research and genetic engineer-
ing are paving the way for regenerative medicines
that can clone or replace dead cells within the body.
Genetic engineering is the most popular form of
biotechnology, although there are a variety of other
forms that are leading to advances in digital medi-
cine [19].

Parts of biotechnology involve merging computer
technology with biological information to create
systems that can support the human body or oth-

er organisms. Nanotechnology is an example of an
area of research being actively studied because of its
potential to change the processes of medical prac-
tices such as surgeries. The last few months have
created incredible strides in digital medicine, spe-
cifically regarding consumer-facing technologies.
Remote medicine, including virtual and augmented
reality, has impacted this space at an incredible scale.
As remote services spiked throughout the last year,
service providers and clinicians turned to new ways
of leveraging technology to support their patients. If
patients can be treated from home, there is a reduced
cost and level of stress for all parties involved. Addi-
tionally, the personalization of healthcare that can be
requested from the comfort of one’s home is evolv-
ing. Digital solutions that are tailored specifically to
certain patient populations will be the driving force
behind both digital medicine and biotechnological
applications.



From a data perspective, as patients are treated and
supported by their medical provider, it is likely the
data they collect will be uploaded to a central system.
Systems like this are setting the stage for machine
learning applications to leverage the data and make
predictions on patients’ health. Systems that will

take the clinicians’ bias out of the equation are being
deployed in large healthcare centers, paving the way
for the future of digital medicine.

3 Who's doing it?

The biotechnology industry is dominated by global,
multi-billion dollar pharmaceutical companies in-
cluding Vertex Pharmaceuticals and Gilead Sciences,
both of whom became more well-known during the
Covid-19 pandemic. On the digital medicine front,
there are a variety of companies that are researching
and building new medical technologies. Samsung,
Accenture, Boston Scientific, and Abbot are leading
the way as global contributors to the digital medicine
industry.

From a stakeholder perspective, patients, caregivers,
clinicians, and healthcare regulators are all heavi-

ly involved in the inception and creation of digital
products in medicine. Clinical care providers are on
the front lines of issuing biotechnology-related rem-
edies to patients, while caregivers are being trained
on best practices. On the other end of the spectrum,
healthcare regulators are treading lightly due to the
ethical boundaries being crossed as new digital med-
icine technologies are being implemented.

4 Why is it significant?

Biotechnology and digital medicine trends are focus-
ing on preventing diseases instead of treating them.
The state of healthcare was forever changed due to
Covid-19, and the rapid growth that followed has led
to innovation and investments in web and mobile ex-
periences that have revolutionized the reality of dig-
ital medicine. 2020 saw the first-ever FDA-approved
Prescribed Digital Therapeutics (PDTs), which are
software programs that provide therapeutic interven-
tions to help patients. This not only creates systems
of more accessible treatments but provides an equita-
ble approach to healthcare services and treatments.

With advances in telemedicine and digital care,
patients can receive specialized treatment from their
homes, which will have lasting impacts on every-
thing from physical infrastructure to data security in
the medical field [20].

Digital medicine technologies like augmented and
virtual reality are widely used for treating trauma,
mental disorders, and some phobias. In addition to
patient-facing applications, AR and VR are being
used by medical professionals to change the way
medical topics and surgeries are conducted and to
provide anatomical views of the human body. The
biotechnology space is primed for opportunities to
remove medication errors by utilizing big data. There
is software that can provide an analysis of a patient’s
records to then prescribe the correct dose or pre-
scription. Additionally, with machine learning and
Al, predictive analysis can be conducted to offer spe-
cialized care to patients. Biotechnology and digital
medicine are having incredible impacts on how the
general population views everything from a doctor
visit to receiving treatment.

5 What are the downsides?

Advances in biotechnology and digital medicine are
creating breakthroughs that will forever change the
world of medicine. They are also raising new ethical
questions about the unintended consequences of new
biotechnologies. There will undoubtedly need to be
additional oversight to ensure that new technologies
are carefully tested and analyzed before being pub-
licly released. As new information is made avail-

able by the breakthroughs of biotechnology, ethical
situations may arise that impact thousands of people.
Biotechnology may soon allow medical profession-
als to identify a gene variant that will make people
more susceptible to a certain disease. Does an insur-
ance provider have the right to charge higher rates

if they are aware of specific patient information? If
an employer or educational institute had access to

an individual’s genome, could they make decisions
based on it?

Privacy and non-discrimination factors are not the
only concerns when discussing biotechnology and
digital medicine. Advances in biotechnology can also
create challenging dilemmas and complex scenarios
for individuals who have certain tests conducted.



A person who undergoes genetic testing may find
they are likely going to develop a deadly disease, or
that their children will encounter significant health
challenges later in their life. Having access to deep-
er knowledge doesn’t make it easier to present bad
news.

6 Where is it going?

The medical field experienced rapid innovation
during the Covid-19 pandemic, which has led to
investments in digital medicine that will outlive

the negative effects of the virus that created them.
Traditional aspects of the medical field are being
virtualized rapidly, which requires digital adoption.
Smartphones can be used as streamlining devices to
decrease time spent registering for appointments,
waiting in a doctor’s office, or transferring prescrip-
tions. . VR and AR technologies will continue to dis-
rupt the medical space by removing the physical dis-
tance between professionals and provide new ways
to approach old problems. Keeping patients out of
hospital beds to be treated virtually can significantly
reduce costs and increase convenience. Additionally,
there will be an increase in at-home care for patients
and a restructuring of what hospital care looks like.
Telemedicine is the tip of the iceberg as it pertains to
home care, as more clinics and healthcare providers
offer new ways for patients to receive help remotely
and virtually. Lastly, there will be a rise in the use and
acceptance of prescribed digital therapeutics (PDTs),
which are software programs that support therapeu-
tic interventions with patients.

Industry Forecast

Thought Leader: Kathie Krusie
Position: Chief Administrative Officer,
Community Health Network

Area for Disruption: Artificial Intelli-
gence supporting the complexities of
the changing healthcare landscape as it
relates to generational care.

Professional Insight:

“Healthcare is getting so much more complex. I
mean, doctors can't keep all this in their heads. It’s
impossible, and it’s almost malpractice to try. So,

we have to embrace [artificial intelligence], we have
to look for those opportunities and not lose our
humanity in the process because there’s always that
element of choice for patients. You can have patients
with the same conditions and there’s a range of
choices and [clinicians] are going to make different
choices based on their value system. We have to be
able to create opportunities for our clinicians to be
sensitive to that and to embrace that shared deci-
sion-making. I think there will be more people that
say I want to take care of my health and I want to uti-
lize [artificial intelligence] and I want my physician
to be my partner, not the boss of my health”

Industry Forecast

Thought Leader: Dr. David Staley
Position: Associate Professor of History,
Ohio State University

Area for Disruption: How the manufac-
turing of living things such as organs or
agricultural products will have lasting
geopolitical impacts.

Professional Insight:

“Biotechnology companies will have a geopolitical
impact comparable to current big tech companies;
university students will start gravitating more to-
wards biology, chemistry, and agricultural studies in-
stead of business or engineering”. Dr. Staley goes on
to iterate that “biotechnology will redefine the way
we talk about technology and expand it to include
biology”

Informational Resources

Overview of BioTechnology
Digital Medicine Predictions



https://inspection.canada.ca/plant-varieties/plants-with-novel-traits/general-public/overview/eng/1337827503752/1337827590597
https://www.forbes.com/sites/marenbannon/2020/12/23/8-digital-health-predictions-for-2021/?sh=288948524976
https://www.brookings.edu/research/how-artificial-intelligence-is-transforming-the-world/

] What s it?

IoT stands for “Internet of Things”, a network of al-
most anything that streams information. The device
can be almost anything one can imagine: a ther-
mometer, gauge, camera, motion sensor, pressure
switch, motion detector — or any combination there-
of. Individually, these devices are limited in what
they can do. However, when connected to a network
- such as the internet - their aggregated usefulness is
exponentially greater.

Cloud computing is a way to deliver computing
services through the internet (the cloud) to provide
the opportunity for innovation and flexibility in
computing services. These services are traditionally
operated through physical locations and systems and
continue to do so in some instances and organiza-
tions.

2 How does it work?

IoT devices work by collecting and streaming infor-
mation while networked with other devices. Along
the way, an ingestion engine monitors, collects, or
stores that information. As these devices are on the
internet, they can be almost anywhere and remain
connected. Connectivity is no longer limited to the
confines of a building or geographical area. One
does not have to own the entirety of the network,
as the internet is far more pervasive than a private
network.

So, it an array of devices can connect to the internet
and stream information that can be monitored or
collected, this constitutes a powerful information
tool that can be used to monitor what is occurring
in real-time. It can be analyzed historically, reported
on, and mined for trends. A huge number of points
of view streaming data can be used from a faraway
place connected to the internet.

[oT & Next-Gen Networks,

Cloud

A smart car, the lightbulbs in a home, the thermostat,
the TV, the fan; all can become IoT devices.

3 Who's doing it?

Smart factories and industrial buildings are taking
advantage of IoT devices, and this is expected to in-
crease. They are finding new applications of devices
that pair machines on the floor in smart warehouses,
logistics, and storage. Aggregating real-time data into
giant data stores is providing more insight into what
is going on at any given time, improving the ability
to make human and machine-based decisions. Some
are using IoT sensors in addition to other monitor-
ing tools, generating tons of data — this helps main-
tenance personnel identify and predict problems
before they occur.

One interesting case is a retail store named “Bingo-
Box” in China. It is a 24 hour, cashier-free conve-
nience store. They use QR codes as customers enter
the store, then sensors and computer vision technol-
ogy to track shoppers and the items they are picking
up. There are no staff members at check out either.
Shoppers scan their items and pay for them with
apps on their phones. Facial recognition is used as a
security feature to track them as they leave the store
with their purchases. China’s attitudes are favorable
towards some Al-based, IoT retail.

More than half of consumers are happy to pay using
biometric identification, prefer self-checkout, and
would consider a smart refrigerator that automat-
ically orders and replenishes items. A healthy 41%
like shopping at unmanned stores [21]. In the United
States, Amazon Go is similar to Bingo Box in China.
Like Bingo Box, Amazon Go favors computer vision
technology and sensors. Cameras work with sensors
on store shelves to collect data about customer buy-
ing habits.



4 Why is it significant?

IoT devices are increasingly becoming part of the
cloud network. This is significant because it will be

a major consideration in companies’ cloud strategy.
These devices enable distributed cloud capabilities.
The ability to operate anywhere with a distributed
cloud provides a company with significant agility and
frees them from the confines of one geographical
area. It allows them to put their network anywhere
over the internet.

5 What are the downsides?

One downside to the exploding IoT space is the
vulnerabilities exposed by the lack of standards
around device security. This threatens the expansion
of services related to IoT devices. IoT device secu-
rity is a new paradigm, different from traditional
network-based attacks. Standard tools familiar to es-
tablished IT security managers need to be rethought
- firewalls and intrusion detection, for instance. A
new approach must be taken with new Al models.
Furthermore, these devices are easier to hack and
turn into bots, creating large botnets that can further
be used to attack. There is a long road ahead of work-
ing through markets to define standards, overcome
integration challenges, and adopt an ROI-driven
approach going forward.

Another challenge is that IoT cyberattack targets are
not the traditional targets like banking, enterprise,
or finance. Instead, the new targets of more frequent
attacks are industries like smart cities, smart health-
care, surveillance systems, connected infrastructure,
connected transportation, automotive telematics,
monitoring devices, or industrial and processing
facilities. These industries may not be prepared to
mitigate coordinated cyberattacks, let alone dealing
with them more on a consistent basis [22].

One perceived downside to the influx of IoT net-
works, particularly in retail, is the loss of jobs.
Although it hasn’t come to fruition on the 2019
timeline predicted, some researchers think that the
U.S. government could begin implementing robot-
ic-specific regulations to preserve jobs. Nonetheless,
researchers believe these advances will lead to far
more jobs created than lost [23].

6 Where is it going?

There is a vast future for IoT in retail. Many believe
that cashier-less technology will be the future of
traditional, brick-and-mortar stores. Some also be-
lieve that it could get rid of self-checkout kiosks. The
future is called “walkout shopping”, which saves time
and money for the customer and the store. This gets
rid of lines, checkouts, and other hassles. The future
isn’t just disrupting grocery shopping, it’s reinvent-
ing retail entirely. The human element will still be
important in retail, as it always has, but it will shift
from the transaction to the experiential. For enter-
prises, IoT devices enable companies to have greater
reach with their networked components, anywhere
the internet reaches. It enables operations to happen
anywhere with a distributed cloud, spread over the
internet instead of privately managed networks.

Industry Forecast

Thought Leader: George Riemer
Position: Enterprise Account Manager,
Hewlett Packard Enterprise

Area for Disruption: On-premise
consumption-as-a-service models de-
creasing dependence on cloud service
providers and increasing customer
autonomy.

Professional Insight:

“Not everything will go to the cloud. Some things
will, some things won't. I think the new cloud, the
disruptor of the cloud, is going to be consump-
tion-as-a-service. Taking actual, physical assets

and dropping them in a customer’s data center and
charging them like the cloud. So cloud-scale eco-
nomics, but on-premises.Therefore, you're still only
paying for what you're using, but you have greater se-
curity, greater control, and greater flexibility; should
you ever decide to go to a different provider, it’s so
much easier”



Industry Forecast

Thought Leader: Dr. David Staley
Position: Associate Professor of History,
Ohio State University

Area for Disruption: The proliferation
of IoT devices in the workplace.

Professional Insight:

“Lots and lots of things will be communication de-
vices or will be in communication with each other,
not just in our homes, but in our workplaces. IoT
devices can have a range of implications but will be-
come increasingly widespread, especially in the wake
of the pandemic. This could experience pushback if it
is perceived as an extension of the surveillance soci-
ety, but has uses from assisting in simple tasks like a
grocery list to helping enable autonomous manufac-
turing. ”

Informational Resources

The Future of IoT
IoT Applications



https://www.thestar.com.my/tech/tech-news/2021/05/04/internet-of-things-50-billion-connected-devices-in-use-worldwide-by-2030
https://www.oracle.com/internet-of-things/what-is-iot/
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] What s it?

Automation is the use of equipment or software to
eliminate human labor in a process. This may be
accomplished through software or with equipment,
including robots.

“Automation takes a lot of forms,” according to
Furtrieve CEO Jordan Hetlund. “For small business-
es, it is most commonly used to eliminate repetitive
processes in software or lightweight manufactur-

ing. When you find a definable process that you do
repeatedly that adds value, this is a prime target for
automation.” Nearly all businesses are currently using
some level of automation across service and manu-
facturing sectors.

Specific to I'T, automation is the use of software or
routines within the software, to create repeatable
instructions and processes to eliminate or reduce
interaction with systems, reducing costs and improv-
ing response times. Three factors are now driving
the rapid proliferation of IT automation. First, cloud
services are now making the resources required for
automation access accessible to small and mid-size
businesses. Second, new development tools now al-
low the creation and implementation of automation
processes with a much lower level of technical exper-
tise. Finally, the integration of machine learning and
artificial intelligence into IT automation software and
systems is exponentially expanding the number of
use cases and the value of implementing automation.
Automation has become key to IT optimization and
digital transformation. Modern, dynamic IT envi-
ronments need to be able to scale faster than ever
and IT automation is vital to making that happen.

Across work, this is the era of organizational enter-
prise automation: intelligent automation scaled and
applied across the enterprise. As organizations de-
ploy intelligent automation for more advanced work,
the landscape is shifting, with intelligent machines’
tasks expanding from administrative to

Automation & Robotics

include more cross-enterprise and expert work.

A similar scenario is occurring with robotics. These
technologies are evolving quickly, and there are
now 2.7 million industrial robots (manufacturing)
and more than 1 million professional service robots
(think robots in car washes and other non-indus-
trial settings) in use globally. Consumer robots are
also rapidly expanding. These trends are driven by
the rapid evolution of these devices, which as with
IT automation, is exponentially expanding their use
and driving down costs.

2 How does it work?

The basic principle of automation is simple: imple-
ment a device or program in a process to eliminate
or reduce the amount of human labor. Introducing a
robot in a manufacturing or service process to elimi-
nate a human step is easy to visualize. IT automation
in software can be more abstract. With IT automa-
tion, a program is used to automate a task, such as
provisioning a server, configuring a router, or elevat-
ing a service request to a live agent.

Current automation trends include the use of ar-
tificial intelligence and machine learning to create
adaptive processes to manage unpredictable situa-
tions and real-time interactions. These technologies
are still at an early stage of development, but they
are already transforming many processes. As tools
advance and become more responsive, they will
incorporate real-time learning and improvement.
Similarly, the tools to develop and implement auto-
mation are becoming more advanced and powerful,
simultaneously reducing the technical skill and time
required for development and allowing more rapid
creation of automated processes and workflows.



3 Who's doing it?

From automotive manufacturing to construction,
from foodservice to healthcare, automation and ro-
botics are now in wide use across all sectors

4 Why is it significant?

Al-enabled automation and robotics are the future.
In just three years, the nature of machine work will
change dramatically, with both the percentage of
tasks and the level of their complexity growing.
Intelligent automation will optimize business pro-
cess workflows. We will be able to generate higher
revenues while controlling costs. Organizations can
build a more flexible workforce by striking the right
balance between human and digital labor.

As a recent IBM report indicates, the nature of
machine work is changing rapidly. The percentage
of tasks overall—administrative, departmental, and
cross-enterprise, and expert—will con